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Abstract: As mobile networks become high speed and attain an all-IP structure, more
services are possible. This brings about many new security requirements that traditional
security programs cannot handle. This paper analyzes security threats and the needs of
3G/4G mobile networks, and then proposes a novel protection scheme for them based
on their whole structure. In this scheme, a trusted computing environment is constructed
on the mobile terminal side by combining software validity verification with access
control. At the security management center, security services such as validity
verification and integrity check are provided to mobile terminals. In this way, terminals
and the network as a whole are secured to a much greater extent. This paper also
highlights problems to be addressed in future research and development.
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1 Security Architecture and
Threats in Mobile
Telecommunication
Systems

1.1 Security Mechanism Proposed by
3GPP

o secure 3G mobile
telecommunication systems,
3GPP has developed a a security
architecture with five feature

groups [1] in three strata, as shown in
Fig. 1.

These five feature groups and their
functions are:

Group 1: network access security.
This provides users with secure access
to 3G services and protects against
attacks on the radio access link.

Group 2: network domain security.
This enables nodes in the provider
domain to securely exchange signaling

data and protects against attacks on
the wireline network.

Group 3: user domain security. This
secures access to mobile stations.

Group 4: application domain security.
This enables applications in the user
domain and provider domain to
securely exchange messages.

Group 5: visibility and configurability
of security. This enables users to
determine whether a security feature is
in operation or not and whether the use
and provision of services should

depend on the security feature.
In 3GPP’s security architecture, the

emphasis is on the network access
security mechanism, including mutual
authentication, universal terrestrial
radio access network (UTRAN)
ciphering, and integrity protection of
signaling data. Network access security
mechanisms mainly fall into three
categories:

•identification by temporary
identities such as Temporary Mobile
Subscriber Identity (TMSI)

•identification by a permanent
identity such as International Mobile
Subscriber Identity (IMSI)

•authentication and key agreement
(AKA).

Among these, AKA is important and
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▲Figure 1. 3G security architecture by 3GPP.
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is a hot topic in research on 3G network
security mechanisms. AKA mutually
authenticates the mobile station and
network, creating a new cipher key and
integrity key. Other security
mechanisms of 3G networks include
data ciphering and integrity
mechanisms. The data ciphering
mechanism uses F8 ciphering
algorithm to encrypt information
between mobile equipment (ME) and
the radio network controller (RNC). The
data integrity mechanism applies F9
ciphering algorithm to authenticate data
integrity and validity of a signaling
message.

Protection measures such as mutual
authentication, long secret keys,
high-density ciphering, integrity
algorithms, and signaling integrity
protection mechanism are already used
in 3G systems. A mechanism to protect
core nodes in the telecommunication
network is also used [2]. However, new
services, open IP networks, and
enhanced attack technologies still
threaten the security of mobile
networks.

1.2 Security Mechanism for 4G
Networks

The security requirements of 4G
networks fall roughly into four
categories [3]:

•network access security. This
provides access to 4G services that is
secured against attacks on the radio
access link.

•network area security. This enables
nodes in the provider domain to
securely exchange data and protects
against attacks on the wired network
and network entities.

•user user area security. This
enables secure access to ME/user
services identity module (USIM) and
provides a security environment in the
ME/USIM.

•application security. This enables
applications in the user and provider
domains to securely exchange
messages.

The security architecture of 4G
networks therefore includes these four
feature groups, and functions of these
groups are similar to those in 3G
networks.

In terms of security requirements, the
difference between 3G and 4G
networks is that in 4G networks, the
integrity of the hardware, software, and
operating system in the mobile platform
on ME/USIM needs to be protected. A
trusted computing environment for
mobile entities is created. Only with a
secure mobile platform can the security
of user information be guaranteed.
Research shows that the security of a
mobile platform depends on mobile
terminals themselves and also
security management and services of
the security servers in the mobile
network.

1.3 Security Threats Faced by Mobile
Telecommunication Networks

3G mobile telecommunication
networks are developing into all-IP
networks. As a result, they are facing
more security threats from viruses,
trojans, junk e-mails, spam SMS, and
eavesdropping. These will also affect
future 4G networks.

Unlike legacy mobile
telecommunications, 3G mobile
telecommunications is oriented toward
network application services. The
mobile terminal is both a platform for
users to enjoy services and an Internet
terminal. Security problems in mobile
terminals have a great impact on the
entire 3G network. This is reflected in
two ways. First, high-speed 3G mobile
phones access to the Internet
significantly increases the amount of
sensitive data being transmitted over
the air interface. Second, viruses and
baleful information are transferred from
mobile phones to other terminals or
nodes in the network. Currently, 3G
specifications on terminal data security
are incomplete. Except for user
authentication, they do not provide
effective protection for data coming
from the user side. The openness of the
Internet is also a great threat to mobile
terminal security. Easy access to the
Internet increases the possibility that
mobile phones will pick up viruses or be
hacked. Security problems arising from
network openness are a great
challenge to 3G networks. With a large
number of protocols being adopted, 3G
systems are prone to certain security

risks [4].

2 Research on the Security
of Mobile
Telecommunication
Networks
To address threats to 3G and 4G

mobile telecommunication networks,
much research has been conducted on
the security of mobile
telecommunication networks.

2.1 Technologies for Architecture
Security

Researchers from Anglia Ruskin
University in the U.K. have proposed a
new hybrid approach using
symmetric/asymmetric authentication
protocol for future mobile networks [5].
To overcome the defects of existing
authentication schemes of 3G mobile
systems—including leaking of mobile
terminal identities and high update
overhead of temporary identities—this
approach uses a secure authentication
mechanism. With this mechanism, the
number of messages between
authentication entities is reduced from
five to four in the initial authentication
procedure. The subsequent
authentication procedure only contains
two message exchanges. The number
of messages between the mobile
terminal and authentication center is
reduced, and information congestion
and slow processing at the
authentication center is avoided.
Moreover, authentication time delay,
call setup time, and signaling traffic are
minimized. This mechanism can also be
used to counter network attacks such
as replay attacks and guessing attacks.
The mechanism meets the security
requirements of 3G communication
systems.

Researchers at the University of
Illinois at Urbana-Champaign have
proposed a lightweight,
component-based, reconfigurable
security mechanism [6]. This
mechanism applies Tiny SESAME
architecture to mobile networks in order
to improve authentication and
IP-based multimedia security services.
This enhances the security functions of
mobile devices. SESAME architecture,
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first introduced in Europe, is designed
for distributed systems. The mechanism
adopts asymmetric encryption and a
special attribute certificate to verify
security attributes such as identity and
privilege.

Researchers at the University of
Florida have proposed an enhanced
AKA protocol (called AP-AKA) so that
3GPP AKA protocol is not vulnerable to
false base station attacks [7]. In a false
base station attack, user traffic is
redirected from one network to another,
and authentication vectors are used to
impersonate other networks. AP-AKA
protocol resists such attacks.

In [8], an IPSec-based virtual private
network (VPN) is used to secure
multimedia services over 3G networks.
The IP multimedia subsystem (IMS)
defined by 3GPP is an open network
and vulnerable to attack. So security
and quality of service (QoS) have
become major issues. The
IPSec-based VPN solution provides
end-to-end security for real-time
multimedia transmission while
guaranteeing QoS.

AKA protocol-related problems in
3G mobile networks—including
authentication vector attacks—were
analyzed in [9]. For emerging 4G
telecommunication systems, the AKA
protocol is enhanced with Secure
Sockets Layer (SSL)/Transport Layer
Security (TLS) protocol, which has been
proven secure and effective.

Security challenges in 4G systems
were studied in [10], and the X.805
standard was used to analyze the
Y-Comm framework of 4G systems.
Y-Comm is a 4G security architecture
with an integrated security module and
has a specific security model for
protecting data, servers, and users.

The AKA protocol used by 3GPP
System Architecture Evolution (SAE)
release 8 was analyzed in [11], and
outstanding security problems were
detailed. Security defects in the AKA
protocol include user identity
disclosure, compromised
authentication vectors, and shared key
leakage. In [11], a novel 3GPP SAE
AKA protocol is proposed. A public key
cryptosystem is used to encrypt user
identities and authentication vectors in

the network domain, and random
numbers are used for public keys and
local authentication.

Researchers at Beijing University of
Posts and Telecommunications (BUPT)
studied the security of 3GPP AKA and
analyzed four attacks that affect the
protocol [12]. They proposed a public
cryptology-based AKA protocol that
can be applied to two cases: location
update and location immovability.
Results showed that this protocol is
secure. Compared with existing
protocols, this protocol improves
security to a certain degree.

Researchers at Tongji University of
China proposed a terminal system
scheme for establishing an IPSec VPN
connection in a mobile network [13].
This system uses the Network Driver
Interface Specification (NDIS)
intermediate driver to traverse the
firewall and ensure normal transmission
of IPSec data packets. The system also
uses secure intelligent cards to store
X.509 certificates for identity
verification. This prevents unauthorized
users.

2.2 Technologies for Terminal Security
The terminal is the source of data and

storage and is where most attacks are
initiated. If each terminal in a mobile
system is authenticated and authorized
and its operations comply with security
policies, security of the entire network
system can be guaranteed [14].
Therefore, research on terminal security
is attracting greater attention. Terminal
security can be divided into two types:
protection by antivirus and trusted
terminal-based security.

A trusted computing based security
architecture for 4G mobile terminals
was proposed in [3]. Based on Trusted
Mobile Platform (TMP) and Public Key
Infrastructure (PKI), this architecture
provides a robust platform for users to
access sensitive services and data in
4G systems. A hybrid AKA scheme is
also introduced in [3].

It was suggested in [15] that antivirus
software be installed on the terminal;
and on the network side, bypass
detectors and filters be added to scan
and kill viruses that threaten intelligent
terminals.

In [16], multilayer security control
means were suggested to be taken
from network access layer to
application service layer On the
terminal side, security applications
were developed; and on the network
side, strategies for controlling secure
network access and application service
access were applied. These security
control means work with security
servers to guarantee security in mobile
networks.

Both [14] and [17] advocate a trusted
computing-based terminal security
architecture so that there is consistency
between trusted terminals and trusted
network as well as security in the
system. In [14], trusted computing
based architectures and their
effectiveness in terminal security
protection was summarized. Future
research directions were also given.
However, [14] does not take into
account system efficiency in actual
situations nor does it show how to set
up a unified security architecture within
a network.

In short, the two approaches to
terminal security are important for
security in mobile networks. The first
approach focuses on securing the air
interface, and the second approach
prevents viruses from invading the
terminal. The first approach is relatively
mature, while the second has attracted
great attention in the past two years
because of the emergence of mobile
viruses. This paper focuses on the
second approach.

3 Service-Based Security
Architecture for Mobile
Networks
As previously discussed, there are

two main methods of protecting mobile
terminals from viruses: scanning
terminals and killing viruses, and
creating a trusted computing
environment for terminals. Neither is
independent of security service
architecture. In the first method, an
updatable virus library and virus-killing
service center is needed in the mobile
network so that mobile terminals are
provided with periodic and online
antivirus services. In the second
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method, a trust check is needed for
setting up and maintaining the trusted
environment for terminals. Unlike
computer users, mobile users often lack
technical knowledge. So security in
mobile networks is hard to guarantee if
there is no security service.

Supposing identity authentication,
data integrity, and confidentiality are
guaranteed between the mobile
terminals and the access network,
security threats to mobile terminals will
come mainly from the Internet, similar to
a computer accessing the Internet.
People expect that a trusted terminal
can resist attacks from the Internet. If a
terminal is trusted, its performance
should satisfy expectations, and there
should be no unlicensed software on
the terminal. In other words, all software
installed or executed on the terminal
must be licensed by the security server.
In this way, a virus on the Internet will
not be transplanted to the terminal.

3.1 Trusted Service-Based Security
Architecture

We propose a trusted service-based
security architecture in which a mobile
trusted module (MTM) [18] is added to
the mobile terminal. This module is
independent and secure, has
computing capability, and can
communicate securely with the security
service provider (SSP). It calculates the
integrity of all software installed on a
mobile terminal and reports it to the
SSP. It also checks the validity of
software that is to be installed and
executed on a mobile terminal. If the
software is not authorized by the SSP,
the module forbids its installation or
execution. SSP is also added to the
mobile network. The main function of
the SSP is to provide software validity to
the mobile terminal. Before software is
installed or run on a mobile terminal, the
software provider (SWP) must provide a
validation certificate for the software
issued by the SSP. That is, the software
must hold the digital certificate issued
by the SSP. Fig. 2 illustrates the trusted
service-based mobile network security
architecture.

In Fig. 2, the SSP server is connected
to the access network (AN) server. To
establish this architecture, only small

changes need to be made to the
existing system. Once a mobile terminal
is authenticated and granted access to
the network, the SSP checks its
integrity. If the integrity of the terminal’s
software is found to be compromised,
the terminal may have a virus. In this
case, the terminal is forbidden to
access the network in order to avoid the
viruses spreading to other terminals. If
the integrity has not been
compromised, the SSP monitors the
installation and running processes of
the software and provides the mobile
terminal with dynamic security services.

3.2 Trusted Computing Environment for
Mobile Terminals

The key to an efficient service-based
security architecture is a trusted
computing environment for mobile
terminals. For the purpose of this paper,
the mobile terminal has two states:
startup and started. A trusted
computing environment established in
the startup state is called static trusted
environment, and that established in the
started state is called dynamic trusted
environment.

The method of creating a static
trusted environment has already been
widely discussed, and here we only
intend to give a brief description. Once
the power to a mobile terminal has been
switched on, the trusted codes fixed in
the trusted module are run. There are
hardware features to ensure the codes
cannot be modified. First, the trusted
codes check the integrity of the
system’s loader codes. If the loader
codes are complete, the trusted codes
hand control over to the loader codes.
The loader codes then check the
integrity of the kernel of the operating
system. If the kernel is complete, it is

loaded. Next, the OS kernel checks the
integrity of other parts of the OS. If all
parts pass the integrity check, the OS is
enabled. Finally, the integrity of
upper-layer applications is checked.
The terminal cannot be used until the
integrity of all applications has been
verified. If any integrity check fails in
any of the above steps, the old
configuration must be restored or the
system must be re-installed. If the
chain of trust is transferred away from
trusted codes; that is, from the OS to
applications by means of integrity
check, a static trusted environment is
established for the entire system. Fig. 3
illustrates the resource structure when
the system starts. The trust check
program is attached to the end of each
program and is responsible for
checking the integrity of the program
that follows.

As shown in Fig. 3, to ensure system
security, the OS kernel and trust check
program B cannot be damaged after
the static trust chain has been
established. These two programs need
to be protected by the MTM because
after the system has started, the kernel
program runs and trust check program
B dynamically checks all applications
that are to be run (or gathers integrity
information of mobile terminals for SSP).

Once a system is started, protection
relies on the dynamic trusted
mechanism because the system’s
integrity changes dynamically with
applications that are enabled by users.
For example, when a browser is
opened, the browser software is
executed. The system has to run
browser-related programs, so its
integrity changes. If integrity
information of the system cannot be
updated correctly and in a timely

▲Figure 2. Trusted service-based security architecture for mobile networks.
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manner, malicious software may have
an opportunity to damage the system.
Dynamic integrity computing consumes
computing resources. This is
unavoidable. Therefore, implementing
security over a running system is still a
difficult problem for trusted computing.
Trusted computing should

•periodically determine the integrity
of a program or resources in a
specified area and report it to the SSP

•check the validity of the program to
be installed, and if the program is found
invalid, forbid its installation

•check the validity of the program to
be executed, and if the program is
found to be invalid, forbid its execution

•ensure the security mechanism
itself is secure

•ensure the security mechanism
does not significantly decrease system
efficiency.

It must first be determined whether
the running system software or software
resources have been modified. A
common method for determining the
integrity of a segment of codes is to
compute the abstract value of the
codes and then compare it with the
existing abstract value (provided by the
SSP). Another method is to select a
random number of code bits and
compute the abstract value. If the
codes are long, the second method is
advantageous.

When a program is to be executed on

a mobile terminal, its integrity and
validity must be checked. Verifying the
validity of a program is often done by
checking whether the program is
licensed by the SSP. A validity
certificate is provided by the SSP. The
SSP signs contracts with SWPs and
saves version and abstract information
of legal software in the SSP server so
that mobile terminals can query it. This
process is illustrated in Fig. 4.

To ensure the security mechanism
itself is secure, the key is to protect the
trust check program B (Fig. 3) from
being damaged. This often requires
special hardware. An effective
protection method is to use a hardware
circuit to ensure the address space of
trust check program B is not re-written,
unless the writing is authorized by the

MTM. Such a hardware circuit can be
integrated into the MTM.

3.3 Security Server
The two main functions of a security

server are:
•to check the integrity of software on

the mobile terminal. If integrity has been
compromised, the terminal may have a
virus and it is not allowed to access the
network. If the mobile terminal were to
access the network, it may spread a
virus to other terminals or network
devices.

•to provide validity query service for
the mobile terminal. When a mobile
terminal wants to install or execute
software, it first queries the validity of
the software in the local MTM. If no
result is returned, it sends a query
request to the security server. Upon
receiving the request, the security
server verifies the identity of the
terminal and returns a result.

Other functions of the security server
include interacting with SWPs (to audit
the security of software and gather
validity information); interacting with the
authentication, authorization and
accounting (AAA) server of the mobile
network operator (to authenticate
identity and to bill); and interacting with
the access network server of the
operation network (to control access
based on the integrity of mobile
terminals).

4 Future Research Direction
With network architecture and

transmission protocols being mature,
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the focus of future mobile security will
be on terminals. Existing embedded
platforms and operating systems on
mobile terminals were not originally
designed for mobile
telecommunication, so their security
problems are more serious than others.
Integrated program and data space in
the embedded OS makes it difficult to
protect critical programs. An area of
interest in mobile terminal security is the
development of an embedded system
architecture that protects critical
programs.

Domain separation technology such
as TrustZone [19], is a good way to
implement read/write protection in
critical locations in the memory. Once
the OS and applications are loaded in
the memory, the technology monitors
the memory address accessed by the
CPU and controls read/write operations
for those critical locations. If the read/
write operation is controlled with
hardware, the impact on the system’s
running efficiency is almost negligible.
Domain separation is an effective
approach to real-time protection of the
system. However, it requires the
assistance of the embedded OS to
provide, for instance, complete address
information managed by the memory.
For the sake of security, the
architecture of the embedded OS must
be studied and improved.

The key to software platform security
lies in the OS. Access control is an
effective means; but so far, it lacks
theoretical support and security
measurement methods. This is also a
problem that trusted computing
technologies have to handle. In
research on OS security, the focus is
often on how to construct a security
model using theoretical knowledge.

Determining the integrity of system
software and applications is critical in
constructing a secure architecture. But
this requires a great deal of computing.
It is most pragmatic to design an
effective integrity measurement
algorithm with small computing burden.
For example, the computing burden
dramatically decreases if only bits of
information are extracted from software
codes and an abstract value is
computed. How to extract such

information and how to synchronize with
the verification entity requires further
study.

5 Conclusions
It is expected that mobile phones will

become genuine Internet terminals in
the near future. A mobile phone can be
used in the same way as a PC for
e-commerce, e-mails, and mobile
wallet. However, if mobile phone
security problems cannot be solved,
mobile phones will be a bottleneck for
these applications.

Security in mobile networks should
be solved from the perspective of the
entire network. The traditional
approach, where users assume
responsibility for antivirus functions,
should be replaced by security services
provided by the network operator.
Network operators have advantages
over individual users in terms of
technology, facilities, and management
and can more effectively guarantee
mobile network security.

Before a good solution to mobile
network security is worked out, security
events will occur from time to time.
Whether an operator can provide high
quality security service will be a critical
factor for their commercial success.
Service-based security solutions will
become mainstream in the
development of information security
technologies for future networks.
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